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Office Memorandum

Subject: Data Sharing - Compliance of the IT Act, 2000 and Aadhaar Act, 2016

It has come to notice that there have been instances wherein personal identity or information

of residents, including Aadhaar number and dcmographic information, and other sensitive personal

data such as bank acébunl details ere. collected by various Ministries/Departments, State Government

- Departments, in the administration of its various welfare schemes ete. has been reportedly published
online and is accessible through an easy online search.

The said act of publishing 1dcnm) information i.e. Aadhaar number along with demographic
information such as name, date of birth, address etc. is in clear contravention of the provisions of the
Aadhaar (Targeted Delivery of Financial und Other Subsidies. Benefits and Services) Act, 2016. more
specifically Section 29 (2), Section 29 (3) and 29 (4) and constitutes an offence under Sections 37, 40
& 41 punishable with imprisoninent upto 3 years.

Further, publishing of financial information including bank account details, being sensitive

- personal data, is also in contravention of provisions under the Information T cchnology Act. 2000 and

the Rules framed thercunder, more specifically Rule 3 & Rule 6 of the Information Technology

(Reasonable Security Practices and Procedures and Sensitive Personal data or Information} Rules,

2011 and constitutes an offence under Scction 43 A of the Information Technology Act, 2000 and the
ot“fending partics ure fiable to pav da‘magcs by way of compensation 1o persons affected.

In view of’ thc above, it is hercby informed that any act of publishing personal identity or
information i.c. Aadhaar number and déemographic details alongwith personal sensitive information
such as bank details, in contravention of the Aadhaar Act, 2016 and the Information Technology Act,
2000 may be refrained with immediate effect. Further, any such content already published and still

“appearing publicly may be discontinued with immediate effect.
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